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Key Concept: Overlay Network
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Overlay types

Structured P2PUnstructured P2P

 Topology strictly determined by node IDs

 Any two nodes can establish a link

 Topology evolves at random

 Topology reflects desired properties of 
linked nodes



Hash Table

Efficient information lookup

Stored dataKeys Hash 
function

Hash 
values



Distributed Hash Table (DHT)

  Store <key,value> pairs
  Efficient access to a value given a key 
  Must route hash keys to nodes.  
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Distributed Hash Table

 Insert and Lookup send messages keys

 P2P Overlay defines mapping between keys and physical nodes 

 

 Decentralized routing implements this mapping
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DHT Examples



Pastry (MSR/RICE)

node key Id space

NodeId = 128 bits
Nodes  and key place in a linear space (ring) 
Mapping : a key is associated to the node with the numerically 
closest nodeId to the key 



Pastry (MSR/Rice)
Naming space :

•Ring of 128 bit integers  
•nodeIds chosen at random
•Identifiers are a set of digits in base 16

Key/node mapping
• key associated with the node with the numerically closest node id  

Routing table:
•Matrix of  128/4 lines et 16 columns
•routeTable(i,j):

 nodeId matching the current node identifier up to level I 

 with the next digit is j

Leaf set
•8 or 16 closest numerical neighbors in the naming space

Proximity Metric
 Bias selection of nodes



Pastry: Routing table(#65a1fcx)
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Pastry: Routing

Properties

 log16 N hops 

 Size of the state maintained 

(routing table): O(log N) 
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Routing algorithm (on node A)

In principle, any node whose nodeId matches the local node’s nodeId up to level
and whose domain at level equals can serve as a representative for domain

. In practice, among all nodes with the correct nodeId prefix, the node that is closest
to the present node in the network is chosen as the representative. As will be shown in
Section 2.4, this ensures that message routing in Pastry exhibits good network locality.

The choice of involves a tradeoff between the size of the populated portion of
the routing table (approximately , where is the total number of
existing Pastry nodes) and the maximum number of hops required to route between any
pair of nodes ( ) 2. With a value of and with as many as nodes, the
routing table contains only approximately 150 entries and in the worst-case a message
is routed through 10 nodes.

The neighborhood set contains the nodeIds and IP addresses of the nodes
that are closest (according the proximity metric) to the local node. The neighborhood set
is not normally used in routing messages; its purpose will become clear in Section 2.5.

The namespace set contains the nodeIds and IP addresses of the existing nodes
whose nodeIds are numerically closest and centered around the local node’s nodeId.
The namespace set is used during the message routing, as described below. The set
is also used during object insertion, where replicas of the inserted object are stored
on a subset of the namespace set. Typical values for and are and ,
respectively.

How the various tables of a Pastry node are initialized and maintained is the subject
of Section 2.5. Figure 1 depicts the state of a hypothetical Pastry node with the nodeId
10233102 (base 4), in a system that uses 16 bit nodeIds and a value of .

2.3 Routing

The routing procedure is shown in pseudocode form below. It is executed whenever a
message with destId arrives at a node with nodeId . We begin by defining some
notation.

: the entry in the routing table for domain , at level , .
: the entry in the neighborhood table , representing the i-th closest node,
.

: the i-th closest nodeId in the namespace table , , where
negative/positive indices indicate nodeIds smaller/larger than the present nodeId, re-
spectively.

: the domain of destId at level .
: the length of the prefix shared among and , in levels.

(1) if ( )
(2) // is within range of our namespace set
(3) forward to , s.th. is minimal;
(4) else
(5) // use the routing table
(6) Let ;

2 We assume throughout this paper that nodeIds are uniformly distributed.

Neighborhood set

0 2212102 2 2301203

1 1 301233 1 2 230203

10 0 31203 10 1 32102 02212102

102 0 0230 102 1 1302 102 2 2302

1023 0 322 1023 1 000 1023 2 121

10233 0 01 02212102 10233 2 32
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Routing table

13021022 10200230

02212102 22301203 31203203

11301233 31301233

33213321

Namespace set

10233021 10233033 10233120 10233122

Fig.1.State of a hypothetical Pastry node with nodeId 10233102, . All numbers are in base
4. The top row of the routing table represents level zero.

(7) if ( )
(8) forward to ;
(9)
(10) else
(11) // rare case
(12) forward to , s.th.
(13) ,
(14)
(15)
(16)

Given a message, the node first checks to see if the destId falls in the range of
nodeIds covered by its namespace set (line 1). If so, the message is forwarded directly
to the destination node, namely the node in the namespace set whose nodeId is closest
to the destId (possibly the present node) (line 3).

If the destId is not covered by the namespace set, then the routing table is used and
the message is forwarded to a node that shares a common prefix with the destId by
at least one more level (lines 6–8). In certain cases, it is possible that the appropriate
entry in the routing table is empty or the associated node is not reachable (line 11–
14), in which case the message is forwarded to a node that shares a prefix with the

leaf set

 
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Pastry Example 023 232 333

113 122 132

N/A 102 103
b=4
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For space reasons some nodes are not shown on the ring



Pastry Example
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Pastry Example

023 100 232

302 313 333
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Pastry Example
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Pastry Example
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Node departure

Explicit departure or failure 

Replacement of a node  

The leafset of the closest node in the leafset  contains the 

closest new node, not yet in the leafset

Update from the leafset information 

Update the application 



Failure detection 

Detected  when immediate  neighbours in the name space  

(leafset) can no longer communicate 

Detected when a contact fails during the routing

     Routing uses an alternative route



Fixing the routing table of A

 Repair
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State maintenance

Leaf set 

•is aggressively monitored and fixed 

Routing table

• are lazily repaired

When a hole is detected during the routing 

•Periodic gossip-based maintenance



Reducing latency

 Random assignment 

of nodeId: Nodes 

numerically close are 

geographically 

(topologically) distant

 Objective: fill the 

routing table with nodes 

so that routing hops are 

as short (latency wise) 

as possible

 Topological Metric: 

latency

d467c4

d467f5

6fdacd



Exploiting locality in Pastry

Neighbour selected based of a network  proximity 

metric:

•Closest topological node

•Satisfying the constraints of the routing table  

routeTable(i,j):

•nodeId  corresponding to the current  nodeId up to level i 

 next digit = j 

•nodes are close at the top level of the routing table 

•Farther nodes at the bottom levels of the routing tables 



Proximity routing  in Pastry
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Naming space
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Locality
1. Joining node X routes asks A to route to X

•Path A,B,…  -> Z
•Z numerically closest to X 
•X initializes line i of its routing table with the contents of line i of the 

routing table of the ith node encountered on the path 

2. Improving the quality of the routing table
•X asks to each node of its routing table its own routing state and 

compare distances 
•Gossip-based update for each line  (20mn) 

• Periodically, an entry is chosen at random in the routing table  
• Corresponding line of this entry sent
• Evaluation of potential candidates 
• Replacement of better candidates 
• New nodes gradually integrated



Node insertion in Pastry
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New node: d46a1c
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Performance 1.59 slower than IP on average
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